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Over the last decade, digital financial services and fintech have driven major benefits 

for financial consumers. However, they also present market conduct supervisors with 

new challenges:

• Protecting millions of new users

• Oversight of new financial actors

• New types of risks to consumers 

• And, of course, capacity constraints faced by supervisors

The solution is not to stop these financial sector developments, but to ensure market 

conduct supervisors have the tools they need to address these challenges.

The health/economic dimension of the COVID-19 pandemic + broad shift to digital 

have increased consumer vulnerabilities and heightened the need to enhance the 

capacity of market conduct supervisors via suptech and other means.

Why suptech for market conduct supervision?
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Objective of technical note is to assist financial authorities in enhancing the efficiency and 

effectiveness of market conduct supervision by providing concrete examples of situations where 

supervisory technology (“suptech”) can be leveraged.

Target audience of this note is market conduct authorities and other stakeholders in low- and 

middle-income countries. 

Scope of research and analysis

1. Categorization of 4 types of suptech solutions for market 

conduct supervision

2. Identification of 18 suptech solutions that can be used for 

market conduct supervision across these 4 categories

3. Rationales for investments in suptech, as well as people, 

processes, and underlying IT, to support market conduct 

supervision

4. Practical considerations for successful implementation of a 

data-driven supervision program

New World Bank technical note on suptech
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The note draws from a wide range of regulatory experiences and is the result of primary and 

secondary research with 14 financial authorities. 

Research methods included interviews, demonstrations, questionnaires, and review of internal 

materials, external publications, and public-facing websites.

The following financial authorities contributed critical inputs to the note: 

• Australian Securities and Investments Commission
• Authority for the Financial Markets (Netherlands)
• Autorité des Marchés Financiers (Québec, Canada) 
• Banco de Portugal
• Bangko Sentral ng Pilipinas (Philippines)
• Bank of England
• Bank of Lithuania
• Central Bank of Brazil
• Central Bank of Ireland
• Consumer Financial Protection Bureau (United States)
• European Insurance and Occupational Pensions Authority
• Financial Conduct Authority (United Kingdom)
• National Bank of Rwanda
• Nepal Rastra Bank

Information sources & methodology
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(1) Increasing operational efficiency, and (2) enhanced supervisory effectiveness are the primary 
motivations for adopting suptech solutions

Motivations for suptech adoption
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For this note, suptech solutions are categorized by supervisory activity. The four main categories of 
suptech solutions for market conduct supervision are:

→ Let’s explore each category in greater depth…

Four categories of suptech solutions for market conduct
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Considerations: 
• Design to support the market conduct supervisory 

framework (e.g., risk-, institution- or product-focused)

• Collaboration with supervised institutions
• Supervisors can monitor fees, accounts, transactions, and 

trends in credit quality to identify consumer risks

Used by such financial authorities as:

Supervisory value: Collection, management, and centralization of granular regulatory data, facilitating off-site 
examinations and market monitoring.

1.1 Regulatory reporting: supervision information systems (SIS)
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Considerations:
• Sharing of data internally and with supervised institutions and others
• Supervisors can identify trends and specific instances of products or 

providers with higher potential of harm to consumers

Used by such financial authorities as:

Supervisory value: With increased volume, streamlines complaints handling processes, optimizes data management, 
and expands the visibility and access to the public for submitting a complaint. 

2.1 Collection & processing of complaints data: 
Overview of complaint management systems (CMS)
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Supervisory value: Provides real-time information on consumers’ experiences with financial service providers. Increasing 
commercial availability with ability to stand up solution in a near-term time horizon. 

Considerations:
• Categorization errors & need for manual review
• Limitations of social media as a data source
• Supervisors can monitor topical trends and consumer 

sentiment for emerging risks

Used by such financial authorities as:

3. Non-traditional marketing: web scraping, social media 
monitoring, and consumer sentiment analysis
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Supervisory value: Introduces automation and ability to draw new insights from the analysis of large volumes of text 
documents for various supervisory use cases. Open-source and common software packages make these solutions 
increasingly accessible.

Considerations:
• Solution functionality can be repurposed and leveraged 

across multiple use cases 
• Ability to identify areas of potential compliance risk for 

further evaluation within documents

Used by such financial authorities as:

4. Document and business analysis: multiple solutions derive 
from the use of NLP to analyze unstructured text data



Three key enablers should be considered in parallel with the suptech solution.

1. People: Talent, mindset, and skills of employees and the larger organizational culture 

toward data and technology

2. Process: How suptech ideas are supported from ideation to implementation, including 

how suptech is championed and governed

3. IT Infrastructure: The underlying IT infrastructure and capabilities needed to develop 

and operate suptech solutions internally

11

Key enablers of suptech implementation



12

Key decisions in suptech implementation

1. Building the business case for suptech adoption

2. Addressing legacy IT systems

3. Deciding between in-house solution development versus third-party vendors

4. Organizing internal staff working on data and technology

5. Utilizing adaptive approaches to suptech development

Initiatives to accelerate suptech implementation

• Formal suptech or data strategies

• Innovation offices and liaising with stakeholders

Additional challenges encountered by regulators

• Development of supervisory framework as a precursor to suptech

• Management of cybersecurity and related risks introduced by suptech

Implementation Considerations
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Now Available.

The Next Wave of Suptech 
Innovation
Suptech Solutions for Market Conduct 
Supervision

https://openknowledge.worldbank.org/handle/10986/35322
https://openknowledge.worldbank.org/handle/10986/35322
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Protecting Consumers: The power of Supervisory Technology 

(SupTech) for Market Conduct Supervision

The Bangko Sentral ng Pilipinas Consumer Assistance Management System with 
Chatbot Functionality (BSP CAMS)
BSP Online Buddy (BOB)



Consumer Assistance Mechanism of BSP

 facilitates communication between parties by elevating consumer concerns to the Senior Management of financial 

institutions for appropriate action

 escalation point for financial consumers against financial institutions 

 data-gathering channel on pressing financial consumer concerns

 aids to get insights on the trends of complaints and consumer behavior

 encourages trust and confidence in the financial system



Background of the Project

 BSP participated in the Regulators Accelerator (R2A) Project.

 The chatbot prototype developed in the R2A Project was then continued by BSP as a fully functional tool for 

consumer assistance processing

The R2A Project is a pioneering technical assistance for selected regulators in developing 
RegTech solutions to improve the speed, quality and comprehensiveness of information for 
risk-based supervision and evidence-based policymaking

Rationale: A SupTech solution is seen to --

 enhance the efficiency and efficacy of consumer protection work

 enable consumers to file complaints through more accessible means



The Chatbot Functionality 

 uses a Natural Language Processing (NLP) engine and artificial intelligence

recognizing complaints in English, Filipino, and Taglish

 provides an accessible, timely, and efficient platform for escalating

complaints against financial institutions

 equips the BSP with more insights into customer experiences, banking

practices and conduct as input to policymaking and supervision

 can respond to Frequently Asked Questions (FAQs)



Meet BOB, the BSP Online Buddy
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Chats/Conversations Complaints

From launch until 31 December 2020, BOB has 
had:

• 25,120 chats/conversations with the public

• referred to BSFIs 2,980 complaints or 13% of 
the total complaints referred under BSP’s CAM 
in 2020. 

BOB: Bringing BSP closer to the Filipinos

BOB has been gaining traction in becoming the foremost avenue for financial consumers to escalate to the
BSP their concerns, inquiries, and complaints.



Future Plans

 Further enhancements planned for BOB:

➢ Improvement of the system and analytics feature to fit BSP’s needs

➢ Inclusion of other dialects in NLP

➢ Availability via other platforms

➢ Access by supervised institutions to the system

 Ongoing studies and partnerships with other organizations to:

➢ Encourage BOB use by the public

➢ Maximize data generated by BOB

➢ Enhance Market Conduct work



Thank you!



SupTech tools:
How to meet the

market conduct supervisory challenges
of the next decade

Maria Lúcia Leitão 
Head of Banking Conduct Supervision Department Chair

of FinCoNet
Financial Inclusion Global Initiative Symposium 2021



A changing

environment

Consumers now have access to a more diversified set of
products and services offered by more players in a context of
digital transformation, thus facing a more complex
environment

More comprehensive legal and regulatory frameworks are
being introduced to protect consumers

Market conduct supervisors need to oversee  

compliance by financial institutions to ensure an 

equal level of protection for all consumers

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision25



A challenge for 

conduct supervisors

Market conduct supervisors should act timely and effectively,
adopting efficient processes and solutions

They need to deal with large amounts of data most of which
unstructured

Market conduct supervision is a data-driven task

Millions of customers, millions of contracts… millions of  

data!

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision26



The need for 

SUPTECH

It is not humanly possible to deal with such a high amount of
data, which includes non-traditional market monitoring
sources, such as the internet and social media

Automating business processes supported by algorithms and
AI can help market conduct supervisors

We need to resort to technology for an effective and 

more efficient conduct supervision

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision27



SupTech is a strategic priority for conduct supervision at the Banco de Portugal

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision28
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Draft credit agreements validation| The current (manual) process

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision29

• Since 2010, institutions have to report all draft

consumer and mortgage credit agreements to the

Banco de Portugal (Banking Conduct Supervision

Department)

• All (new and modified) draft credit agreements are

filed and stored in a database manually

• The Banco de Portugal oversees the compliance of

those draft credit agreements with legal and

regulatory requirements

• A risk based approach is followed due to the large

amount of data

The Banco de Portugal 

receives over 300 draft credit 

agreements/year related to 

new products introduced in 

the market, and over 1000 

changes to draft credit 

agreements for existing 

products



Draft credit agreements validation | Challenges
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• Such a large volume of draft credit agreements
raises several challenges

✓ Significant number of human resources

✓ Need to prioritise

✓ No real time monitoring and oversight

✓ Time-consuming task increases human error

We estimate that the manual oversight of draft
credit agreements for rules validation requires
from 24 to 48 months of staff time for each
exercise

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision



Draft credit agreements validation | An idea to automate this task
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• In 2019, the Banco de Portugal set up the Innovation 

Lab (inov#) to catalyse an innovative mindset and to 

support decision making

• After a brainstorming between the Banking Conduct 

Supervision Department and the Innovation Lab, 

potential SupTech tools were identified to improve 

business conduct supervision

• A tool to automatically validate draft credit 

agreements was proposed 

The result of our brainstorming

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision



Draft credit agreements validation | The pilot
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• In 2019, the Banco de Portugal 

implemented a SupTech tool pilot to 

automate this task

• It focused on the validation of a set of 

rules with a relatively low level of 

complexity (20 % of all requirements 

checked manually) and in one type of 

credit (personal loans)

• The pilot was run for 3 months and  

partnered with a third-party vendor

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision



Draft credit agreements validation | The implementation of the SupTech tool
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15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision

• The implementation of the project started 

this January and will finish in July 2021 in 

partnership with a third-party vendor

• The release to go live in July will gradually

include almost all regulatory 

requirements for all types of consumer 

and mortgage credit contracts

• After July, all draft credit agreements will 

be stored automatically through an 

interface between the internal reporting 

channel and the SupTech tool

The SupTech Tool
High Level Architecture

The tool incorporates NLP and ML



Draft credit agreements validation | The front office
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• The Banco de Portugal is also 

developing an application to 

support draft credit agreements’ 

analysis

• User experience tests were 

conducted with our staff to present 

information (in particular, the 

results of the SupTech tool) in a 

user friendly way

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision



Draft credit agreements validation | First results
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• The SupTech tool will 

highlight the contractual 

clauses that need to comply 

with each legal and 

regulatory requirement

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision



Other SupTech project at the Banco de Portugal | Information requests classification and 
response 
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• The Banco de Portugal receives more than 6.000 information requests per year (average of the 
last 4 years)

• All information requests are classified according to the subject (there is a list of themes); each 
reply follows a specific pre-defined template whenever possible

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision

• The Banco de Portugal, in partnership with a 
third-party vendor, tested the idea to have an 
automated classification of information 
requests, as well as an automated proposal of 
response

• The tested tool incorporates NLP and ML

• After the results of the pilot, the 
development of this SupTech tool will start in 
July



A new idea to a SupTech tool | Monitoring of advertisements @ digital channels
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• The Banco de Portugal oversees 
advertisements to ensure the compliance of 
supervised institutions with information 
requirements

• Financial institutions are relying on their 
advertisements on the internet and social 
media 

• The Banco de Portugal intends to implement a 
pilot tool to monitor online advertisements at 
the end of this year

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision



SupTech plays a vital role for business conduct supervision
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15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision

• SupTech tools are crucial to support our 
work. Without them, we are ”behind the 
curve”

• Market conduct supervisors need to learn 
about its adoption from each other by 
sharing information

ENHANCEMENT OF SUPERVISORY 
ACTION 

= 
BETTER CONSUMER PROTECTION
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FinCoNet has been working on SupTech to support business conduct
supervisors in overcoming these new challenges

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision

• SupTech has been on FinCoNet’s agenda since its AGM

in Jakarta (OJK) in 2016

• A new Standing Committee (SC4) was set up to

focus on the use and application of SupTech by

market conduct supervisors

• The SC4 was chaired by the Banco de España with

representatives from Australia, Brazil, Canada,

Germany, Indonesia, Japan, Mauritius, Portugal,

Russia, South Africa and Spain
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In 2019, a Workshop on SupTech took place in the FinCoNet
AGM in Rome (Banca d’Italia)

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision

Session 1: Exploring Suptech approaches for market conduct

supervision

Jermy Prenio, Bank of International Settlements: Innovative technology
in financial supervision (suptech) – the experience of early users

Lígia Lopes, World Bank: From Spreadsheets to Suptech: Technology
Solutions for Market Conduct Supervision

Miles Larbey, OECD: Collection and use of data to inform risk-based
supervision

Session 2: Exploring Suptech approaches for market conduct
supervision

Ed Towers, Financial Conduct Authority, UK: The UK approach and
strategy with regards to Sup Tech and specific Sup Tech applications.

Nuno Pereira, Banco de Portugal: oversight tools to support banking
conduct supervision

Chris Green, ASIC, Australia: NLP to monitor financial promotions

Gouro Sall Diagne, AMF, Quebec: Suptech approaches in Quebec
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FinCoNet released two reports on SupTech for market conduct
supervisors: in 2018 and 2020

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision

• The first report on SupTech was released in

2018

• In 2020, a second report was published

drawing on case studies and responses to a

survey conducted by SC4 among FinCoNet

Members and others

• SC4 also coordinated with the World Bank,

carrying out a peer review of each other’s

reports on SupTech
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Current FinCoNet work on SupTech

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision

• SC4 continues its work on SupTech for market conduct supervisors, now co-chaired by the Financial

Consumer Agency of Canada and the Central Bank of Russian Federation, and with representatives

from the AMF (Québec, Canada), Central Bank of Brazil, FSA (Indonesia), Bank Indonesia, Bank of

Mauritius, FSA (Japan), Central Bank of Ireland, AMF (Netherlands), FCA (UK), Central Bank of

Portugal, Bank of Spain, SBS (Peru)

• It is currently focusing on oversight challenges and the evolution in approaches for conduct

supervisors in the context of COVID-19

• A survey will be launched soon to gather data for this report, with an expected publication date of

November 2021



43

About FinCoNet

15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision

• Established in 2013, FinCoNet is an international organisation for market conduct supervisors with

responsibility for financial consumer protection

• FinCoNet promotes sound market conduct and strong consumer protection through efficient and

effective financial market conduct supervision

• FinCoNet is a member-driven organisation, with over 30 supervisors from around the world

• FinCoNet is supported by the OECD as Secretariat, and structures its work through a number of

Standing Committees. Each SC focuses on a specific supervisory challenge or issue, and explores

and promotes best practices for market conduct supervisors

For more information, please visit: www.finconet.org

http://www.finconet.org/
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15 June 2021Protecting Consumers: The power of supervisory technology (SupTech) for market conduct supervision

“(…) Within this landscape of digital transformation, 

SupTech becomes an invaluable tool for financial 
authorities. (…)”

World Bank, The Next Wave of Suptech Innovation: 
Suptech Solutions for Market Conduct Supervision, 2021

Suptech – a giant leap to supervisors

“(…) Every effort to develop SupTech tools should be 
understood as a continuous learning process, even if the 
tool has already been implemented. (…)” 

FinCoNet, SupTech tools for Market Conduct Supervisors, 2020



Maria Lúcia Leitão 
Head of Banking Conduct Supervision Department

Chair of FinCoNet

mlleitao@bportugal.pt

Financial Inclusion Global Initiative Symposium 2021

Thank you!

mailto:mlleitao@bportugal.pt


National Bank of Rwanda (NBR)- Electronic Data Warehouse (SupTech
Solution)

Wilson Kamali
Director Statistics
National Bank of Rwanda



Outline

1. Why Electronic Data Warehouse (EDWH)?

2. EDWH Architecture

3. Data Type Sample (Data Standardization)

4. Initial Requirements

5. Challenges



Why BNR embarked on EDWH

•Heavy Resource Requirements

•Time Consuming and Inefficient

•High Costs and information comes post the reporting period

Manual 
Reporting

(external 
stakeholders)

•Data spread across multiple systems

•Manual Consolidation was time consuming

•Data integrity issues  

Data 
Consolidation

(BNR)
•Central Bank reporting was manual and very time consuming

•Cost of errors, inaccuracies, audits, compliance issues is very high

•No audit trails in case of any manual reporting

Regulatory 
Reporting



Why Automate Reporting Process?

✓Improve timeliness

✓Improve scope (data coverage)

✓Improve granularity of collected data

✓Reduce reliance on manual process

✓Relieve FSPs of the burden of data aggregation

✓Relieve FSPs the burden of compliance costs



CP & Financial Inclusion

oMeasuring & monitoring FI & CP has been a challenge to BNR 
especially on supply side

oEDWH tool: besides centralizing all data for financial stability & price 
stability

✓ a number of   FI variables are captured (from banks, 
insurers, DFS)

✓ CP related variables (fraud, complaints, contractual prices at 
individual levels)



Fraud Transaction- Data Type (pulled Daily)



Suspicious Transaction Data type (pulled on a daily basis)



Pricing Data type (pulled on a daily basis)
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SupTech solution architecture @NBR
- referred to as Electronic Data Warehouse (EDWH)
- has inbuilt Business Intelligence (BI) platform



MNOs & 
MTOs

Micro 
Finance

Exchange 
Houses

Government 
Departments

a
Payment 
System
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Internal 
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Publications

Data Transmission 
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Architecture & Components



Initial requirements from external stakeholders

• Name of Core System

• Other applications 

• Database type

• Network type

• Dedicated focal persons (here most institutions have nominated)

• Create scripts / views to read required data from their databases, 
which are loaded to a staging area from which BNR pulls data



Implementation and Current Status

Implementation

▪ Launched in 2016 with initial stakeholder consultation (3 months)

▪ Piloted with 3 banks to test ‘pull’ functionality and architecture

▪ Gradually expanded to include all external stakeholders

▪ e-reporting regulation in place

Current Status

▪ Over 600 stakeholders are connected and data is pulled and/or pushed (for non 
automated data flow) on a daily and/or monthly basis



Challenges and Next Step

Challenges

▪ Data heterogeneity – addressed by “data standardization & developed data dictionary”

▪ Data accuracy (historical data), addressed by adding data validation rules (e.g, system rejects 
missing /incomplete values  & data analysis

▪ MIS gaps- missing some important fields (e.g. gender) for KYC

▪ Data quality gaps at source. This requires FSPs to streamline their business processes

Work in Progress 

▪ Data validation in progress
▪ Created a new division within Statistics Dept “Data Science Division” in July 2020- to champion data analytics to 

complement other existing techniques

▪ Stakeholders to update core systems or MIS in order to capture KYC requirements

▪ Stakeholders to automate business processes, e.g. complaint & fraud handling and management



Thank you



What’s the burning platform for the FCA? 

Scale and complexity of the regulatory remit

The complexion of new entrants

Expectations 



About us

We deliver analytics that helps the FCA to use its data better 
and provide novel and meaningful insight.

Generate new insights from data 

Inform & enable decision making

Improve & optimise processes



How do we increase efficiency & 

generate new insights 

Predict Harm

Analyse Criminal Networks

Analyse documents & text faster

Spot Outlier Firms

Analyse Google results and webpages 

Build realistic synthetic data

Machine Learning

Graph Analytics

Natural Language Processing

Data Enrichment & Statistics

Automated Intelligence Gathering

Agent Based Modelling



Deep dive on core FCA SupTech tooling 

Anomaly detection tool that enables access and understanding of our 

regulatory data, as wel as providing the ability to quickly identify issues 

within our data, to find similarities in the behaviours of the firms, and to 

flag likely harms. 

Both tools support analysing documents 

and unstructured tet information, Sleuth 

can be used by non data analysts. 

Joining together data from Companies House and the 

FCA Register and plots the inter-relationships as a visual 

network map 

Automates searches and monitoring of URLs on 

the web, and automatically scrapes data from the 

resultant web pages for analysis 



Want to find out more? 

Francesca.hopwoodroad@fca.org.uk

Head of RegTech & Advanced 

Analytics

mailto:Francesca.hopwoodroad@fca.org.uk

