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Increasing digital life on phones i

- Financial institutions amongst many leveraging the benefit of continued conne€tivity of mobiles

* Brings many advantages in greater convenience, enhanced secuf_.,'
& better awareness / education of financial position |

* Significant investments made in protecting their own services |
and infrastructure

« However most customer interaction is done over mobile infragtru
that is not under the control of these institutions /
1

« We are “trained” / conditioned to respond to alerts & n@(clflcatlons on ourp
and this lowers our critical assessment A\ \ 2

© Copyright 2021. All rights Reserved.



Mobille Devices & Networks are large &
tempting attack surtace

Stealing credentials
for account take-over

« Social Engineering: Spam, Spoofing, Impersonation, Phishing
* Redirection

Stealing information

to improve attack effectiveness
« Location tracking

« Hijacking

Recruiting unwitting devices / people
to target more victims
* Mobile Malware
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Socilally Engineered Mobile Messaglng
Banking Attacks

A mobile number shows which country (or city) the potential victim is in
(Email addresses don’t)

Attackers can interrogate networks to confirm this exactly

They use this information to launch targeted campaigns imitating banks’
real identities

And time attacks during public holidays / times when banks’ helplines
are closed

And exploit users partial awareness of security risks
e.g. Calling to alert of a “potential fraud”
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Technique: Sender Spootfing i1nto your Inbox

» Phones group messages from the same sender together $121:35006
<

» Attackers exploit this, to put their fake messages into the same group

as legitimate messages ,
We are making changes to our

Legiti i branch network to focus on high
« Victims know first message was legitimate, egiimate demand services during Covid19.

so more likely to trust the new (fake) message See our website for details and how
| we can support you. Thanks, BOI.

Your BOI online access is disabled

S Secure Login by unusual activity. To restore your

o evt yous Dote of Brth account, follow the steps on the

Wrong Oupts were enteved, please ender S48 Sgns of your

link: 3650nline-support.com

Please enter the 1% 208 5ng 3 dioms of your PN Prease erer your PIN

Attacker requests partial PIN Attacker pretends PIN wrong
& then requests full PIN
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Cryptocurrenclies are not 1mmune

» Increasing popularity of cryptocurrencies has led to increase in
cryptocurrency-based cybercrimes targeting mobile subscribers

» SMS phishing campaigns designed to gain access to users’ accounts

— SMSreceived by subscribers contained a malicious URL to the phishing page (volumes

bitcoin e§ripple

shown in the figure) '¢ STELLAR L

— 2FA information required for account access requested and passed to a remote ‘
session initialised automatically by the malicious actors to siphon Bitcoin or Litecoin

from the account - fllqrsnl—l 1};‘ i'

Digiyte

2-Step Verification

1(410) 100-003

6

Authorize New Device

Today Enter 2-step verification code:

FRM:
76487347653849792466538
6730973462758573@
SUBJ:((please verify))
MSG:(coinbase (amount
received http://tx-state.com)
63 b.t.c)

VERIFY

Don't ask me for the code again for 30
days when | use this computer.

It looks like you're signing in to Coinbase from
a computer or device we haven't seen before,
or for some time.

Please copy and paste here the
confirmation link in the email we just sent
you. This is a process that protects the
security of your account.

Note that you need to access this email with
the same device that you are confirming.

HOW TO DO

Full blog details available at:

https://www.adaptivemobile.com/blog/cryptocurrency-scam-cybercrime _
CONFIRM DEVICE
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https://www.adaptivemobile.com/blog/cryptocurrency-scam-cybercrime

Mobile Networks Implement Signalling Firewalls
to Assure 2FA

Attackers can exploit Mobile Operator who have no SS7 Signalling defences:

« Automatic interception of 2FA / mTAN SMS

« Temporary Call Forwarding set for 2FA Flash Calls / Call-Back Validation

‘,\
}ééli forwarded to
|designated receiver .

2 ‘~(
Intended receiver \
A -
,ﬁ 5 2 \)\'\a\x\\\or'\?_ek' g

—_— "/._ AL Node
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Why are mobile

Mobile networks interconnected
TSN

‘--'~'\.'
/" ’~ w

» Lack of End-to-End Autheg}ntlcat\dﬁ as all Ccm5|ered to be
N

rusted

« Once access is gained at one level -

connectivity to any node addressed by GTis p053|ble b i"-

-
» i ; *
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Mobile Malware recruited into the battle

Malware used to:

» Steal passwords

» Steal credit card numbers

 Steal banking credentials
 Distribute messages to more victims

Current wave of Flubot gaining details from victims

Some victims receiving Social Engineering scam calls several days later

Yesterday 2: Action Required (1/2) Use FedEx?
= To install you must turn on the accessibility FedEx needs to
Royal Mail: Your package Has A service for "FedEx".
£2.99 Shlpplng Fee: to pay this Click "OK" to go to the settings and then ’ E,’?se”’e act‘f?r?rsm e
now p]ease visit scroll until you find "FedEx" and click to turn ) A S
on the accessibility service.
¢ ndow content
Y. If you do not find it click on “Downloaded / nsg content of a window you're
- - your N Installed services" and then click on th
package will be returned if fee "FedEx".

is unpaid =3 CANCE
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care € ’\_

. . \ 4
Improving $SecHIBLY VNN
Mobile Networks can protect themselves o - | D
Messaging Firewalls prevent:
* Spam ..
« Scams i
+ Phishing / |
» Malware spread “/ 3

Signalling Firewalls prevent:
 Location interrogation 1
« Call / Message interception |

« Call / Message redirection

Users can take steps to protect:

« Don’t respond, reply or click on anything that looks sugpicious = % Kol

 If in doubt, hang up, and call back on a number you trust :
(from an alternative device if possible) ¥

» Challenge anyone who calls, to first prove whomthey are
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Thank You!

AdaptiveMobile
Security
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