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• USSD & STK DFS Security tests

• Recommendations
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Security Risks to USSD and STK DFS Applications

▪ Social engineering/smishing

▪ Man in the middle attacks 
▪ SS7 vulnerability
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▪ SIM swap and SIM cloning
▪ Device malware
▪ Thin SIMs
▪ Rooted devices
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Examples of DFS attacks • April 2021, The Standard: Fraud 
forces SMEs to slip back to cash 
payments

• March 2021, Times Of India,  2 
duped of Rs 82k in SIM swap fraud

• March 2021, Nairobi News: Police 
arrest six Sim-swap fraud suspects 
in Kasarani

• The Daily Monitor: Thieves use 
2,000 SIM cards to rob banks

• Ghana Chamber of 
Telecommunications: Mobile Money 
Fraudsters Now Target Bank 
Accounts Linked To MoMo
Accounts

• February 2021, CNN: Police arrest 
eight after celebrities hit by SIM-
swapping attacks

https://www.standardmedia.co.ke/business/article/2001410891/fraud-forces-smes-to-slip-back-to-cash-payments
http://timesofindia.indiatimes.com/articleshow/81399780.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://nairobinews.nation.co.ke/editors-picks/police-arrest-six-sim-swap-fraud-suspects-in-kasarani
https://www.monitor.co.ug/uganda/news/national/thieves-use-2-000-sim-cards-to-rob-banks-2459494
https://telecomschamber.com/news-media/industry-news/mobile-money-fraudsters-now-target-bank-accounts-linked-to-momo-accounts
https://edition.cnn.com/2021/02/10/uk/uk-police-sim-swap-gbr-scli-intl/index.html


Impact on Consumers

Loss of consumer trustService disruptionLoss of funds
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DFS Security Lab Objectives

Collaboration with DFS 
regulators on security

Knowledge sharing on 
threats to security of DFS 

apps

Organise security 
clinics

Assist DFS regulators to 
evaluate the cyber

preparedness for DFS 
ecosystem

Encourage adoption of international 
standards on DFS security

Perform DFS security 
audits of DFS Apps
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DFS Security Lab Components

Security audit of Android DFS 
apps using OWASP Mobile Top 

10 Risks.

Developer resources for 
strong authentication using 

FIDO

Security audits for USSD
and STK based DFS
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USSD & STK Security Tests

d.  Simulate man-in-the-middle attacks 
on STK based DFS applications

b.  Testing susceptibility to binary OTA 
attacks (SIM jacker, WIB attacks)

c.  Testing remote USSD execution 
attacks

a.  SIM Swap and SIM clone 
testing

*100#

*100#
*100#

Stk msg

Stk msg
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SIM Swap and SIM clone

a.  SIM Swap and SIM clone 
testing
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• Test whether the DFS provider can detect:
• Change of device(IMEI)
• Change of IMSI and or SIM number

• In the SIM clone test, we test the we have software to attempt 
to carry out the actual duplication of the SIM card

• SIM swapping allows a phone number to be ported from one 
phone to another

• Attackers can abuse this to hijack phone numbers



Binary over the air attacks

b.  Testing susceptibility to binary OTA 
attacks (SIM jacker, WIB attacks)

*100#

9



Remote USSD execution

Testing remote USSD execution attacks

*185# *185#
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Man-in-the-middle STK attacks

Simulation Man-in-the-middle attacks 
on STK based DFS applications

STK msg

Rogue msg
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Mitigation measures
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Risk Recommendations

Remote USSD execution on devices 
- Disable ADB
- User education
- Discourage use rooted devices

SIM exploitation using binary OTA 
- Binary OTA SMS filtering & blocking.
- SMS home routing.
- SIM card security

Man-in-the-Middle attacks

- Secure radio channel communication 
- Regulatory review were thin SIMs are used
- SS7 controls and mitigations
- Use session timeout

SIM swap and SIM cloning
- SIM and device change detection. (ICCID, IMEI)
- Secure storage of SIM data like IMSI and secret key 

(KI values)
Security testing for USSD and 
STK based DFS applications

http://itu.int/en/ITU-T/extcoop/figisymposium/Documents/20-00383%20Security%20testing%20for%20USSD%20and%20STK%20based%20Digital%20Financial%20Services%20applications.pdf


DFS Security Lab resources

Collaborate with DFS regulators and DFS providers to enhance the cybersecurity 
strategy for DFS and security assurance of the DFS ecosystem by implementing the 
recommendations in the DFS Security Assurance Framework, methodology for testing 
of USSD, STK and Android apps and DFS Security Audit Guidelines.

13



dfssecuritylab@itu.int https://figi.itu.int/figi-resources/dfs-security-lab/

Get in touch

DFS Security Lab 
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