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CPMI strategy: reducing the risk of wholesale payments 
fraud related to endpoint security
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FMI ecosystem - complex and interconnected
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Wholesale payments evolution: boarder attack surface?

Greater 
interoperability; 
most with 
domestic payment 
infrastructures

Longer operating 
hours; some RTGS 
systems are 
already 24/7/365

Wider access (eg 
allowing non-
bank PSPs to 
access RTGS 
systems)
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Challenges for FMIs
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“Protect the core”
Cyber resilience for FMIs

“Secure the periphery”
Wholesale payments security

Our approach
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Protect the core - 1st cyber guidance published by a financial sector 
international SSB. 
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Protect the core - Guidance on cyber resilience for FMIs – June 2016

Ongoing engagement with the FMI industry to advance industry-wide efforts



Restricted 9

Secure the periphery – CPMI strategy to reduce the risk of wholesale payment 
fraud related to endpoint security
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Secure the periphery – emerging practices for the operationalisation of the 
strategy

Element 3: Processes exist to promote participants’ adherence to their respective endpoint security 
requirements. 

Element 4: The development of tools that an operator or participant could use to identify and to block 
potentially fraudulent payments in “real time” before they are processed, and that an operator or participant 
could use to identify and to investigate potentially fraudulent payments in a timely manner after they may have 
been processed

Element 5: The development of emergency hotlines, contact lists, internal escalation procedures, and 
system-wide protocols to support an operator’s and a sending or receiving participant’s timely response 
(including during off-hours) to a request to stop or to recall a potentially fraudulent payment, along with the 
development of supporting indemnity agreements that may be needed to avoid unduly shifting legal liability

Element 7: The expectations and assessment programmes of the regulators, supervisors and overseers of 
the participants reflect, as appropriate, the relevant intended outcomes of this strategy.

“Toolkit” document available on the CPMI website.
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Secure the periphery- reaching out to global central bank community
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